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Today, the Internet can be considered to be a basic commodity, similar to electricity, without

which many businesses simply cannot operate. However, information security for both

private and business aspects is important. Experts believe that technology cannot solely

guarantee a secure environment for information. Users' behaviour should be considered as

an important factor in this domain. The Internet is a huge network with great potential for

information security breaches. Hackers use different methods to change confidentiality,

integrity, and the availability of information in line with their benefits, while users inten-

tionally or through negligence are a great threat for information security. Sharing their ac-

count information, downloading any software from the Internet, writing passwords on

sticky paper, and using social security numbers as a username or password are examples of

their mistakes. Users' negligence, ignorance, lack of awareness, mischievous, apathy and

resistance are usually the reasons for security breaches. Users' poor information security

behaviour is themainproblem in thisdomainand thepresentedmodel endeavours to reduce

the risk of users' behaviour in this realm. The results of structural equationmodelling (SEM)

showed that Information Security Awareness, Information Security Organization Policy,

Information Security Experience and Involvement, Attitude towards information security,

Subjective Norms, Threat Appraisal, and Information Security Self-efficacy have a positive

effect on users' behaviour. However, Perceived Behavioural Control does not affect their

behaviour significantly. The Protection Motivation Theory and Theory of Planned Behaviour

were applied as the backbone of the research model.

© 2015 Elsevier Ltd. All rights reserved.
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1. Introduction

Advances inweb-based oriented technologies and services are

taking place with significant speed around the world. How-

ever, information security is still a prevalent issue among

experts aswell as users. Companies and their e-Customers are

concerned about cyber-attacks, and, consequently, are keen

to minimize information security risk (Safa and Ismail, 2013).

The Internet is a vast network and has great potential for

threats. Online attackers use new and different methods for

achieving security breaches. Recently, hackers have devel-

oped a fake website and asked users to download free anti-

virus software from their website. Many users downloaded

the antivirus software from these fake websites and lost their

private information (Kim et al., 2015). Technology and the

threat environment change frequently, and are dynamic due

to their nature. For instance, the Internet of Things (IoT)

shows the vast number of new applications on the Internet

that connects devices, systems, services and even smart ob-

jects, and covers a variety of protocols, domains, and appli-

cations. These changes make it difficult to anticipate and

quantify the information security risk (Pfleeger and Caputo,

2012). Conscious care behaviour is an effective approach to

counter creative attacks. Conscious care behaviour means

that users think about the consequences of their actions in

terms of information security when they work with a system,

particularly on the Internet. Information security awareness,

knowledge and experience play vital roles in this domain.

Rhee et al. (2009) asserted that information security risk

management encompasses two aspects: 1) security software

and features, such as pop-up blocking function, anti-spyware,

and anti-virus software; 2) security conscious care behaviour

related to computer and Internet usage.

Experts believe that the technology aspects of information

security cannot solely guarantee a secure environment and

that human information security behaviour should be taken

into consideration (Furnell and Clarke, 2012). The importance

of human factors in the domain of information security

cannot be understated. Information security management

should consider users and their perceptions as important

factors to provide a secure environment. In other words, users

are the centre of the security concept. Mitigating and pre-

venting cyber security risks need to be implemented in several

stages, and behavioural science plays an important role in the

stages of the design, development and maintenance of web

systems (Padayachee, 2012). Users consider security as an

obstacle when there is no appropriate response to their cyber

incidents. They may be faced with difficulties in security

implementation, and misinterpret, mistrust or override the

security (Cox, 2012). Users' attitudes and their resistance

behaviour change when they face a mandatory password

change. Researchers have realized that such changes are

intentionally delayed and are considered an unnecessary

interruption. They know that a password breach can have

severe consequences, but do not change their attitude to-

wards the implementation of a security policy (Stanton et al.,

2005). Users, intentionally or through negligence, are an

important threat to information security, in which careless

information security behaviour is the main problem. This
research aims to change users' behaviour to conscious care

behaviour in the domain of information security.

The remainder of this paper is organised as follows. Sec-

tion two presents two fundamental theories, the Theory of

Planned Behaviour (TPB) and the Protection Motivation The-

ory (PMT), as the background of this research. Different parts

of the model and hypotheses are then discussed in section

three. The research methodology describes the stages of

problem solving and is presented in section four. Data anal-

ysis and the results of the measurement model and structural

model are discussed in section five. The contribution and

implementation of the research are presented in section six,

and, finally, overall conclusions and thoughts towards future

work can be found in section seven.
2. Theoretical background

Human behaviour can change based on one's attitude, which

is a salient point that we applied to change information se-

curity behaviour to conscious care behaviour. Behaviour is

driven by behavioural intention where the behavioural

intention is a function of an individual's attitude towards the

behaviour (Ajzen and Madden, 1986). The Theory of Planned

Behaviour (TPB) and Protection Motivation Theory (PMT) are

the backbone of the research model and explain how the

users' behaviour can change to conscious care behaviour.

2.1. Theory of planned behaviour

Ajzen (1991) proposed the Theory of Planned Behaviour (TPB)

to explain the influence of attitude, subjective norms, and

perceived behavioural control upon individual behaviour. The

TPB has been widely applied in diverse studies to predict in-

dividuals' behaviour. Attitude refers to the users' positive or

negative feeling towards a particular behaviour, and is defined

as a learned tendency to evaluate things in a particular way.

The evaluation can be positive or negative about an object,

issue, people or events (Leonard et al., 2004). Once the evalu-

ation changes, attitude, and, consequently, behaviour change.

Attitude can also be implicit or explicit. In explicit attitude, we

are consciously aware, which influences our beliefs and

behaviour. In contrast, implicit attitude unconsciously affects

our behaviour and beliefs (Albrechtsen and Hovden, 2010).

Human knowledge has a direct effect on one's attitude. This

effect comes from our direct personal experience or the result

of our observations. Different training methods also change

our attitude towards certain issues (Abawajy, 2014). Informa-

tion security awareness of risks influences the attitude to-

wards behaviour in the users (Bryce and Fraser, 2014; Dinev

and Hu, 2007). Ifinedo (2014) showed that attitude, subjective

norms, and perceived behavioural control influence users'
intention to comply with information security organization

policies.

In this research, the presented model shows that infor-

mation security awareness influences the attitude towards

having a careful manner in terms of information security

behaviour. Subjective norms lead to social pressure on in-

dividuals to perform or not perform a behaviour and refer to

the users' perception of what people important to them think.

http://dx.doi.org/10.1016/j.cose.2015.05.012
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Fig. 2 e The effect of factors based on Protection Motivation

Theory.
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Their supervisor, head of department, managers are impor-

tant people to whom information security policies are

important due to the importance of information assets to an

organization. That is why we conjecture that information

security organizational policies affect subjective norms to-

wards conscious care behaviour. Perceived behavioural con-

trol refers to the individual's perceived ease or difficulty in

performing a special behaviour. Users' experience and

involvement influence users' perception that having a careful

manner is not a difficult task in the domain of information

security. Fig. 1 shows the effect of the aforementioned factors

on individuals' behaviour based on the Theory of Planned

Behaviour.
2.2. Protection Motivation Theory

The Protection Motivation Theory (PMT) is one of the most

powerful explanatory theories for predicting users' intention
to engage in protective actions (Anderson and Agarwal, 2010).

Information about the threats plays an important role in the

cognition of risk. PMT has been applied in different studies.

Rogers (1983) applied this theory to better understand fear

appeals and how individuals cope with them. The cognitive

processing and expectancy-value theories are fundamental

parts of this theory. Threat appraisal and coping appraisal are

two main parts of this theory. Threat appraisal relates to

users' assessment of the level of risk that results fromhaving a

careless manner in terms of information security. This risk

can threaten availability, integrity, and confidentiality of in-

formation. The perceived vulnerability and severity of the risk

are two important sections of threat appraisal. Coping

appraisal refers to the users' ability to cope with the risk or

threat (Woon and Kankanhalli, 2007). Self-efficacy refers to

users' abilities and capabilities to cope with or perform the

recommended behaviour. In the context of this study, it refers

to user behaviour in such a manner that the risk of informa-

tion security breach is minimized. Ifinedo (2014); Lee and

Larsen (2009); Woon and Kankanhalli (2007) applied PMT in

order to show how compliance with information security

organizational policy reduced the risk of users' behaviour. We

used this theory to show that if users think about the conse-

quences of their manner in terms of information security

before taking any action and consider the level of damage and

cost that might be incurred, they will behave carefully. Fig. 2

shows the effect of information security threat appraisal and
Fig. 1 e The effect of factors based on
self-efficacy on individuals' behaviour based on the Protection

Motivation Theory.
3. Research model and hypotheses

This research aims tomitigate the risk of information security

breaches by emphasizing the human aspects of information

security. We developed a new multi-theory based model that

explains how information security conscious care behaviour

(ISCCB) forms among information security and technology

employees. Conscious care behaviour has been acknowledged

to be an effective approach to reduce the risk of information

security incidents in organizations (Rhee et al., 2009). Infor-

mation security awareness (Furnell and Clarke, 2012), orga-

nizational information security policies (Siponen et al., 2014),

and individuals' experience and involvement (Albrechtsen,

2007) are three main factors in this research. The Theory of

Planned Behaviour and Protection Motivation Theory are two

fundamental theories that have been used to justify the effect

of the above-mentioned factors on information security

conscious care behaviour. Further explanation about the

different parts of the model is presented in the following

sections.

3.1. Information security awareness (ISA)

Awareness is a key factor in information security assurance.

Suitable information security training is required to improve

users' awareness that leads to secure behaviour. Training

courses, workshops, formal presentations, Internet pages,
the Theory of Planned Behaviour.

http://dx.doi.org/10.1016/j.cose.2015.05.012
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e-mails, screen savers, posters, pens, games andmeetings are

among the ways that experts can improve the knowledge of

users' information security (Albrechtsen and Hovden, 2010).

Information security awareness discusses the security

awareness programme that leads to security positive behav-

iour as a key factor. Information security is defined as the

perception of the importance of information security by users

or members, their responsibilities, the level of information

security appropriate to the organization and their acts (Kruger

and Kearney, 2006). The combination of procedural and

technical controls is imperative in the management of infor-

mation security to reduce the risk, and people are central to

this process. Controls can be abused or circumvented by users

that ignore security procedures or policies. Everybody should

understand and engage in secure behaviour to have a secure

environment. Changing the perception or culture of users to a

positive information security culture is not easy or straight-

forward (Son, 2011). Risk and threat frequently change; in-

formation security awareness is a dynamic process, and,

consequently, awareness programmes should be updated. To

keep customers updated, awareness programmes should be

an integral part of organizational culture. Relevant and

consistent programmes are the key to success in information

security awareness. Information security awareness, and

keeping up to date in terms of themethods that attackersmay

use, plays an important role in reducing the risk of informa-

tion security breaches (Allam et al., 2014). Information secu-

rity knowledge sharing, intervention (different training

methods) and collaboration are three factors that heighten the

users' awareness and affect users' attitude and their behaviour

(Abawajy, 2014; Feledi et al., 2013; Tamjidyamcholo et al.,

2014). This research aims to show that information security

awareness changes the users' attitude towards performing

information security conscious care behaviour.

H1: Information security awareness has a positive effect on

attitude towards performing ISCCB.
3.2. Information Security Organization Policy (ISOP)

Information security is extremely important in most organi-

zations in terms of business and individual data. Although

most organizations use technology and spendmoney on anti-

spyware, anti-virus, anti-malware and other technology tools,

it is well known that technology tools alone are not sufficient

(Ashenden, 2008; Chu and Chau, 2014; Herath and Rao, 2009).

Users should care about their manner in terms of information

security (Da Veiga and Eloff, 2010). Users' information security

behaviour is a new challenge for organizations. Experts have

divided users to home and organization groups. Kritzinger and

von Solms (2010) believe that information security awareness

support by firms and enforcement component reduce the risk

of information security breaches in organizations. Herath and

Rao (2009) investigated the role of penalties, pressure and the

perceived effectiveness of employee action in information

security organization policies. Intrinsic and extrinsic motiva-

tions affect employees' behaviour towards compliance with

organization security policies. The results of their study

showed that the pressures exerted by subjective norms and
peer behaviour influence employees' information security

behaviour. Penalties also have a significant effect on security

behaviour. Furnell and Thomson (2009) investigated infor-

mation security culture and mentioned that corporate culture

is an important aspect of organization and has a positive ef-

fect on information security. The shared tacit assumptions of

employees, as well as their corresponding beliefs and values,

play an important role in the information security behaviour

of the organization when they are in line with the organiza-

tion's security policies. Information security policies and

procedures should be clear and understandable for staff.

Promoting good user behaviour and constraining bad user

behaviour can be an effective policy in the organizations

(Stanton et al., 2005). Subjective norms reflect the impact the

opinions of significant others have on individuals' decisions.
In an organization, there is pressure on employees to follow

the information security policies that are supported by man-

agement, heads of department, and even co-workers (signifi-

cant others) (Cheng et al., 2013), because information is

considered an important asset that should be safeguarded by

employees. This pressure affects employees' information se-

curity behaviour in organizations.

H2: Organizational policies have a positive effect on sub-

jective norms towards performing ISCCB.
3.3. Information security experience and involvement
(ISEI)

Involvement shows how much thought, time, energy and

other resources are devoted to the main issue by users. Re-

searchers have mentioned the involvement concept in

various behaviour models. Involvement explains the rela-

tionship between two entities based on different variables.

The level of involvement that impacts on the users' decision
can be low, medium or high (Huang et al., 2010). Involvement

has been considered to be an important factor in different

research domains. Frı́as et al. (2008) studied the factors that

influence customers' motivation or image formation

regarding product. The results of their research revealed that

there is a significant difference between the high andmedium

involvement groups in terms of their behaviour. The out-

comes also explained how the level of involvement has a

significant moderate effect on the customers' perception. Park
and Lee (2008) discussed consumer behaviour intention based

on their involvement with products, in which customers'
involvement was explored based on customers' goal direct-
edness. Participants with a high level of involvement read and

process the information of products more carefully while

customers with low involvement do not. These are samples of

involvement in the different areas. Involvement has been

acknowledged in different researches to be an important

factor that influences user perception and the intention to

make a decision for a particular purpose. Information security

involvement means information security participation and

engagement. Ifinedo (2014) investigated individuals' involve-
ment in the organizational activities and policies in the

domain of information security. The results showed that in-

formation security involvement positively affects users'

http://dx.doi.org/10.1016/j.cose.2015.05.012
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attitudes towards information security policy compliance.

Perceived behavioural control refers to the perceived ease or

difficulty in performing a behaviour (Woon and Kankanhalli,

2007). Perceived behavioural control is defined as the em-

ployee's beliefs regarding the efficacy and resources needed to

facilitate behaviour. We also adopt this concept in the infor-

mation security domain. Information security involvement is

defined as the time, effort and energy that users spend to

ensure a secure information environment. Their information

security experience and involvement affect employees' beliefs
about the ease of performing conscious care behaviour. The

hypothesis presented below is based on the aforementioned

factors:

H3: Users' experience and involvement have a positive ef-

fect on perceived behavioural control towards performing

ISCCB.
3.4. Attitude, subjective norms and perceived
behavioural control

Attitude is an important factor that influences individual's
emotion and behaviour. Attitude is a favourable or unfav-

ourable expression towards an object. The object can be an

event, person, thing, place, idea, or activity. Positive or nega-

tive evaluation forms attitude. The attitude varies from

extremely negative to extremely positive. Attitude is a main

item in the TPB. The TPB explains the relationship between

beliefs and behaviour. Ajzen (1991) improved the Theory of

Reasoned Action (TRA) by adding perceived behavioural con-

trol. TPB has been applied to explain the relation among be-

liefs, attitude, behavioural intentions, and, finally, behaviour

in a wide range of research. Based on the TRA, if somebody

evaluates a behaviour positively (attitude), and if he or she

thinks other important persons want them to perform it

(subjective norms), this leads to motivation and they aremore

likely to do it. However, there are arguments against the

relationship between behavioural intention and actual

behaviour, inasmuch as behavioural intention does not al-

ways lead to actual behaviour. This means that behavioural

intention cannot be an exclusive item of behaviour when a

person's control over the behaviour is incomplete. Ajzen

added perceived behavioural control and extended the TRA to

explain non-volitional behaviour. Ifinedo (2014) asserted that

information security awareness has a significant effect on

individuals' attitude towards information security. Subjective

norms refer to the perceived social pressure to perform (or not

perform) the behaviour in question. It reflects the impact the

opinions of significant others have on an individual's de-

cisions. In an information security setting, employees feel the

pressure to meet their significant others (such as the imme-

diate supervisors and co-workers) and organization's expec-

tations and policies (Cheng et al., 2013). Therefore, subjective

norms can be affected by information security organizational

policies. Perceived behavioural control refers to the percep-

tion of ease or difficulty in performing a task or behaviour.

Albrechtsen (2007) mentioned users' information security

experience and involvement as an important factor that af-

fects their perceptions about performing information security
behaviour. Based on the aforementioned factors we consid-

ered these hypotheses in this research:

H4: Attitude towards information security has a positive

effect on performing ISCCB.

H5: Subjective norms have a positive effect on performing

ISCCB.

H6: Perceived behavioural control has a positive effect on

performing ISCCB.
3.5. Threat appraisal

Threat refers to the possibility and severity of danger. It can be

the probability of losing something of value. Value can be

social status, financial wealth, physical health, emotional

wellbeing and business or private information. Threat relates

to intentional interaction with uncertainty. Risk perception is

the person's judgement about the severity of the risk. Threat

involves the exposure of private information and is not just

bound to a possible financial or even identity loss. Customers

trust less and have more concern when they find it difficult to

control the unauthorized distribution or misuse of their

business or private information, which leads to the perception

of uncertainty and hesitation to disclose personal information

(Liao et al., 2011).

The Protection Motivation Theory (PMT) is one of the most

powerful explanatory theories for predicting users' intention
to engage in protective actions (Anderson and Agarwal, 2010).

Threat and coping appraisal are twomain parts of this theory.

Threat appraisal is the user's assessment about the level of

danger posed by a threatening event. Threat appraisal con-

tains perceived vulnerability and perceived severity. The

coping appraisal refers to the users' assessment of his or her

ability to cope with and avert the potential loss or damage of

information arising from the threat. Self-efficacy, response-

efficacy, and response cost affect coping appraisals (Ifinedo,

2012).

In recent research, threat appraisal has been considered to

be an important factor that affects individuals' perception and

changes their behaviour towards compliance with informa-

tion security policies in the organization (Lee and Larsen, 2009;

Siponen et al., 2014). In this research, threat appraisal is

considered to be an important factor that influences cus-

tomers' perception about information security towards ISCCB.

H7: Threat appraisal has a positive effect on performing

ISCCB.
3.6. Information security self-efficacy (ISSe)

Self-efficacy (SE) is a form of self-evaluation, which is a

proximal determination of human behaviour. SE refers to an

individual's belief in their ability to organize action based on

motivation and cognitive resources (Beas and Salanova, 2006).

Users with a high level of SE possess a high level of SE about

the successful implementation of a task. SE affects the mea-

sure of effort, self-regulation, persistence or initiation of

coping efforts in the face of problems (Hasan, 2003). Computer

http://dx.doi.org/10.1016/j.cose.2015.05.012
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self-efficacy (CSe) refers to the user's judgement of their

capability to use computers to achieve a particular purpose.

CSe relates to users' computing behaviour, such as adaptation

of information, software learning, contributing to system

development and ethical computer usage (Potosky, 2002). Ex-

perts emphasize that the domain specificity of SE should be

considered in order to increase the predictability of SE in

performance. Task self-efficacy refers to the efficacy belief in

performing computer tasks within the general domain of

computing.

Coping appraisal is one of the important elements of the

Protection Motivation Theory that refers to the individual's
capability and ability to implement secure behaviour in the

domain of information security. In this research, the general

definition of CSe was adapted to the information security

context. Protection of system, information, store and transmit

information is in the concept of information security. There-

fore, a belief in the ability to protect information and system

from unauthorized disclosure, loss, modification, destruction,

and lack of availability refers to self-efficacy in information

security. In this study, information security self-efficacy is

considered to be an important factor that leads to security

conscious care behaviour.

H8: Information security self-efficacy has a positive effect

on performing ISCCB.

Fig. 3 shows the research model in a concise form.
4. Research methodology

This research aims tomitigate the risk of information security

incidents based on individuals' behaviour. The root of the

problem is poor information security behaviour. The lack of

awareness, negligence, carelessness, inability and non-

involvement are the symptoms of the main problem

(Albrechtsen and Hovden, 2010; Furnell et al., 2012; Shaw

et al., 2009). Framing the problem allows it to be structured

in the proper context, and to identify the resources and
Fig. 3 e Formation of information se
potential solutions that may need to be employed (Safa et al.,

2014). A systematic problem solving approach was applied in

this research. This approach avoidsmere intuitive judgement,

and ensures that the researchers consider all aspects of the

issue to solve the problem.

Information security conscious care behaviour is an

effective approach to reduce the risk of information security

breaches. When a user is faced with a suspicious email that

asks him/her to change his/her username or password, user

awareness and knowledge about phishing sends the first

alarm to his/her mind. The user starts to think about the

consequences of changing the username and password

through the email. Based on organizational information se-

curity policy, employees should not reply to this kind of

email, because any change of username and password should

be conducted through the official website. In an organization

where all staff respect the information security policy, sub-

jective norms can be a positive factor in ensuring secure in-

formation security behaviour. In addition, a user's previous

information security experience and involvement warn him/

her to be careful about behaviour that could lead to a security

breach. In this regard, this research aims to examine

whether:

� information security awareness changes users' attitudes;
� organization policy in the domain of information security

influences subjective norms;

� information security experience and involvement affects

users in performing information security conscious care

behaviour; and

� assessment of information security threat and information

security self-efficacy have a positive effect on information

security conscious care behaviour.

Qualitative and quantitative approaches have been applied

in this research. In the first step, the effective factors have

been collected from a literature review in this domain. In-

terviews with experts as well as applying the Delphi method

improved the results of the previous steps, and, finally, the

research model was developed.
curity conscious care behaviour.

http://dx.doi.org/10.1016/j.cose.2015.05.012
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Table 1 e Distribution of constructs and survey items.

Construct No. of related
items

Information security awareness 5

Information security organizational policy 4

Information security experience and

involvement

6

Attitude toward performing information

security conscious care behaviour

6

Subjective norms 4

Perceived behavioural control 4

Threat appraisal 5

Information security self-efficacy 4

Information security conscious care behaviour 5
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Confirmatory factor analysis was applied to test whether

themeasurementmodel is consistent with our understanding

of the nature of that factor or construct. In other words, to test

whether the data fit the hypothesized measurement model.

The hypothesized model in this research is based on two

fundamental theories (TPB and PMT).

Due to the probability of existence of multi relationships

among the independent, dependent, mediating, and variables,

structural equation modelling (SEM) is considered to be the

most appropriate method to explore the research model

(Zweig and Webster, 2003). Because SEM examines the overall

data fit to the hypothesized model, SEM was applied in this

research. Themeasurementmodel and structural model were

assessed by IBM Amos 20 using the maximum likelihood

method. To assess the fit of the model, Chi-square with de-

grees of freedom, the goodness of fit index (GFI), the

comparative fit index (CFI), the adjusted goodness of fit index

(AGFI), and root mean square error of approximation (RMSEA)

were applied (Hair et al., 2010).

4.1. Data collection

This research focuses on two groups of participants: Infor-

mation Security Experts and Information Technology Pro-

fessionals in Malaysian organizations due to their familiarity

with the research subject. A person with extensive knowledge

in the domain of information security based on research, ed-

ucation, experience and occupation is an expert in this

research. A preliminary version of the questionnaire was

pilot-tested. The participants reviewed the questionnaire in

the presence of the main author and provided feedback

regarding wording, understandability, and applicability of the

instrument. The original questionnaire was based on a seven-

point Likert scale. However, participants in the pilot test

indicated that a five-point scale would bemore comfortable to

answer, since they tended to avoid the extreme points.

The participants were asked to complete the question-

naires based on their experience and knowledge. We

explained the aim of the research to them and informed them

that the data would be kept confidential and only used for

academic purposes. After expression of their consent, we

presented the questionnaire to them. Pilot testing with 32

questionnaires showed that the participants understood and

interpreted the questions correctly and consistently. The final

version of the questionnaire included forty-three questions, in

which, every construct was measured by several items.

Although, the main subject of this research is novel, the pre-

sentedmodel has some common constructs with other resent

studies (Hartono et al., 2014; Ifinedo, 2014; Siponen et al., 2014;

Tamjidyamcholo et al., 2014). The items and questions were

adopted from these studies. The coverage of items in the final

version is as shown in Table 1.

In the next step, two hundred and twenty questionnaires,

based on a five-point Likert scale (1-strongly disagree to 5-

strongly agree), were used to measure every construct by the

items. To decrease the number of incomplete questionnaires,

the participants' responses were reviewed immediately after

completion and they were asked to reply to the neglected

questions. Nevertheless, eight questionnaires (4%) were dis-

carded due to incomplete answers or because the same
response was given to all items. The facilities in Google Drive

were also used to create a questionnaire form and were

emailed to some of the participants. Their responses were

collected automatically in Google Drive. In this method, par-

ticipants can reply to the questionnaire at any time and the

place and data collection is more comfortable for researchers.

In order to speed up data gathering, parallel to the electronic

data gathering, data were also collected using a paper-based

survey.

4.2. Demography

Finally, two hundred and twelve questionnaires remained for

data analysis, of which, 51.4% were from male respondents

and 48.6% were from female respondents. The gender was

relatively equal. Approximately 46.2% of participants were

experts in information security and 53.8% were information

technology professionals (e.g. roles, such as systems analyst,

designer, developer, and so on). Telecommunication and in-

formation technology, finance and insurance, retail, health-

care, education, and hotel are the domains of the participants'
jobs. The participants' data show diversity in terms of expe-

rience, education, age, and gender. Table 2 shows the

demography of the participants in a concise form.
5. Results

The variables of interest are usually latent (unobservable)

variables, such as Information Security Awareness, Self-

efficacy, Risk Perception, Experience and Involvement, and

Organization Policy. These unobservable variables can be

modelled using a measurement model and structural model.

The measurement model shows the relationship between the

observed indicators and the latent variables while the struc-

tural equation model specifies the relationships amongst the

unobserved variables (Chang and Chen, 2008). The measure-

ment model and structural model are two important parts of

the data analysis.

5.1. Measurement model

To explore the multiple relationships between the dependent,

mediating, and independent variables, structural equation

http://dx.doi.org/10.1016/j.cose.2015.05.012
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Table 2 e Participants' demography.

Demography Category Frequency Per cent

Gender Male 109 51.4

Female 103 48.6

Focus Group Information security Experts 98 46.2

Information technology Experts 114 53.8

Industry Telecom/IT 86 40.57

Finance/Insurance 48 22.64

Retail 36 16.98

Healthcare 25 11.79

Education 11 5.19

Hotel 6 2.83

Availability of formal security policies Yes 158 74.5

No 48 22.6

I don't know 6 2.9

Work experience 1e5 98 46.2

5e10 65 30.7

More than 10 year 49 23.1

Education PhD 32 15

Master 70 33.1

Bachelor 110 51.9

Age 20e29 45 21.2

30e39 68 32.1

40e49 52 24.5

50 above 47 22.2

c om p u t e r s & s e c u r i t y 5 3 ( 2 0 1 5 ) 6 5e7 872
modelling (SEM) is the most suitable approach to address the

research question. This is because SEM tests the overall data

fit to the hypothesized model and estimates the relationships

among the variables. SEM is a combination of the measure-

ment model and structural regression model. The measure-

ment model defines latent variables using several observed

variables. The structural regression model links latent vari-

ables together. The advantage of using SEM is the isolation of

observational error from themeasurement of latent variables.

In the first step, the normality of data distribution was tested

using the standard skewness and kurtosis tests. The results

were between �2 and þ2, which shows normal distribution

(Gaur and Gaur, 2006). Confirmatory factor analysis (CFA) is a

multivariate statistical procedure to test whether the

measured variables are consistent with a researcher's under-

standing of the nature of the factor or construct. In this kind of

study, the research model is usually developed based on

previous research and fundamental theories in the respective

domain. The CFA approach was used since the model was

developed based on the theoretical background and literature

review.

To assess the convergent validity, the factor loading of the

measurement variables were calculated. Hair and Anderson

(2010) contended that factor loadings greater than 0.5 show

acceptable convergent validity. Hence, the items with factor

loadings less than 0.5 were dropped from the model. ISA5 in

the information security awareness construct, ISEI4 in the

information security experience and involvement, and ATT5

in the attitude construct were omitted due to a lower factor

loading on the mentioned constructs. Internal consistency

shows the correlations among the items that measure a

construct. Cronbach's Alpha is a measure of internal consis-

tency. Internal consistency for every construct was tested by

calculating Cronbach's Alpha. All the measures of Cronbach's
Alpha exceeded the threshold of 0.7, which shows the
composite reliability of the constructs (Hair et al., 2010).

Table 3 provides a summary of the measurement scale in a

concise form.

The discriminant validity of the items was tested by

calculating the correlations between all pairs of constructs.

The correlations between all pairs of constructswere less than

0.9, which shows the discriminant validity of the constructs

(Siponen et al., 2014). Table 4 shows the results for discrimi-

nant validity.

5.2. Testing the structural model

Structural Equation Modelling (SEM) was applied to address

the relationships among the independent, dependent,

moderating, and mediating variables. SEM examines the

overall data fit to the conceptual model and considers reliable

measurement when estimating the relationships among var-

iables. Themaximum likelihood method in IBM Amos version

20 was applied to estimate the model's parameters. This

approach shows howmuch the datamatches themodel based

on different measures.

Two different fit characteristics were applied to explore the

fit indices: the global fit measures and comparative fit mea-

sures. The Chi-square test (c2) with degrees of freedom is

commonly used as the global model fit criteria. Chi-Square

and Chi-square/df also indicates the extent to which the

data are compatible with the hypothesis. Data with a better fit

with the model show a small Chi-Square value and a Chi-

square/df ratio of 2 or less. The Chi-square statistic is sensi-

tive to sample size. The hypothesized model may be rejected

due to a large sample size. Fortunately, the sample size (212

samples) is adequate for this test. The Goodness of Fit (GFI)

measures the fit between the observed or actual data

(covariance or correlation) matrix and that predicted from the

proposed model. The Adjusted Goodness of Fit Index (AGFI) is

http://dx.doi.org/10.1016/j.cose.2015.05.012
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Table 3 e The constructs, items, and their descriptive statistics.

Construct Items Mean Std Dev CFA
Loading

Composite
reliability

Information Security

Awareness (ISA)

ISA1 I am aware of potential security threat. 4.21 0.751 0.651 0.784

ISA2 I have sufficient knowledge about the cost

of information security breaches.

4.11 0.794 0.582

ISA3 I understand the risk of information

security incidents.

3.95 0.797 0.685

ISA4 I keep myself updated in terms of

information security awareness.

3.56 0.802 0.695

ISA5 I share information security knowledge to

increase my awareness.

4.21 0.695 Dropped

Information Security

Organization

Policy (ISOP)

ISOP1 Information security policies and

procedures are important in my

organization.

4.25 0.859 0.710 0.804

ISOP2 Information security policies and

procedures affect my behaviour.

4.31 0.795 0.527

ISOP3 Information security policies and

procedures have attracted my attention.

4.11 0.864 0.742

ISOP4 Behaviour in line with organizational

information security policies and

procedures is of value in my organization.

3.79 0.793 0.774

Information Security

Experience and

Involvement (ISEI)

ISEI1 My experience increases my ability to

have a safe behaviour in terms of

information security.

4.05 0.761 0.756 0.751

ISEI2 I am involved with information security

and I care about my behaviour in my job.

4.03 0.719 0.805

ISEI3 My experience helps me to recognize and

assess information security threats.

3.93 0.861 0.851

ISEI4 I can sense the level of information

security threat due to my experience in

this domain.

3.58 0.762 Dropped

ISEI5 My experience helps me to perform

information security conscious care

behaviour.

3.84 0.805 0.806

ISEI6 I have suitable capability in order to

manage information security risk due to

my experience.

4.22 0.812 0.855

Attitude (ATT) ATT1 Information security conscious care

behaviour is necessary.

3.91 0.705 0.721 0.829

ATT2 Information security conscious care

behaviour is beneficial.

4.07 0.874 0.601

ATT3 Practicing information security conscious

care behaviour is useful.

3.67 0.816 0.772

ATT4 I have a positive view about changing

users' information security behaviour to

conscious care.

4.41 0.924 0.823

ATT5 My attitude towards information security

conscious care behaviour is favourable.

4.01 0.953 Dropped

ATT6 I believe that information security

conscious care behaviour is valuable in an

organization.

3.98 0.764 0.718

Subjective Norms

(SN)

SN1 Information security policies in my

organization are important for my

colleagues.

3.92 0.949 0.685 0.767

SN2 My colleagues' information security

behaviour influences my behaviour.

3.65 0.915 0.754

SN3 Information security culture in my

organization influences my behaviour.

4.41 0.848 0.799

SN4 My boss's information security behaviour

influences my behaviour.

3.68 0.868 0.683

(continued on next page)
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Table 3 e (continued )

Construct Items Mean Std Dev CFA
Loading

Composite
reliability

Perceived

Behavioural

Control (PBC)

PBC1 I believe that information security

conscious care behaviour is not a difficult

practice.

4.18 0.759 0.851 0.862

PBC2 I believe that my experiences help me to

have a careful behaviour about

information security.

3.86 0.858 0.762

PBC3 Following information security policies

and procedures is easy for me.

3.74 0.708 0.676

PBC4 Information security conscious care

behaviour is an achievable practice.

4.13 0.894 0.901

Threat Appraisal

(TA)

TA1 I know the probability of security breach

increases if I do not consider information

security policies.

3.65 0.816 0.864 0.720

TA2 I could fall victim to different kinds of

attack if I do not follow information

security policies.

3.87 0.880 0.812

TA3 The security of my data will be weak if I do

not consider information security policies.

4.17 0.922 0.609

TA4 Hackers attack with different methods

and I should be careful in this dynamic

environment.

4.13 0.739 0.714

TA5 To reduce the risk I do not open

unexpected and out-of context email.

4.16 0.675 0.817

Information Security

Self-efficacy (ISSe)

ISSe1 I have the skills to protect my business

and private data.

3.94 0.683 0.923 0.805

ISSe2 I have the expertise to protectmy business

and private data.

4.01 0.542 0.754

ISSe3 I think the protection of my data is in my

control in terms of information security

violations.

4.23 0.742 0.699

ISSe4 I have the ability to prevent information

security violations.

3.69 0.865 0.783

Information Security

Conscious Care

Behaviour (ISCCB)

ISCCB1 I consider security experts

recommendations in my information

security manner.

3.85 0.915 0.821 0.756

ISCCB2 Before taking any action that affects

information security, I think about its

consequences.

3.56 0.972 0.762

ISCCB3 I talk with security experts before I do

something that relates to information

security.

4.11 0.753 0.658

ISCCB4 I consider my previous experience in

information security to avoid repeating

prior mistakes.

3.98 0.832 0.598

ISCCB5 I always try to change my habits to

security conscious behaviour.

4.07 0.806 0.706

Factor loading from confirmatory factor analysis.

t-value is significant at p < 0.05.

Table 4 e Correlation matrices and discriminant validity.

Mean SD 1 2 3 4 5 6 7 8 9

1 ISA 3.95 1.23 0.818

2 ISOP 4.11 0.87 0.520 0.758

3 ISEI 4.01 0.95 0.301 0.612 0.769

4 AT 4.00 1.21 0.509 0.386 0.412 0.739

5 SN 3.91 1.12 0.289 0.294 0.197 0.365 0.714

6 PBC 3.97 1.30 0.186 0.265 0.268 0.267 0.208 0.872

7 TA 3.99 0.98 0.234 0.521 0.442 0.236 0.194 0.369 0.708

8 SE 3.96 1.23 0.198 0.230 0.196 0.267 0.203 0.295 0.375 0.712

9 ISCCB 3.91 1.32 0.326 0.316 0.267 0.196 0.197 0.246 0.261 0.203 0.823
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Table 5 e Fit indices of the model.

Fit indices Model value Acceptable standard

c2 1006.89 e

c2/Df 1.89 <2
GFI 0.963 >0.9
AGFI 0.936 >0.9
CFI 0.921 >0.9
IFI 0.914 >0.9
NFI 0.938 >0.9
RMSEA 0.072 <0.08
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GFI that considers the degrees of freedom. The Comparative

Fit Index (CFI) compares the data against the null model. A CFI

with a value greater than 0.9 is recommended by researchers

(Byrne, 1994; Schumacker and Lomax, 2010). The Incremental

Fit Index (IFI) is a useful complement measure that evaluates

the model by considering discrepancy and the degrees of

freedom. An IFI value close to 1 indicates a very good fit. The

Normed Fit Index (NFI) shows minimum discrepancy of the

baseline model with the data. In other words, an NFI with a

value of 1 shows that the model fits the observed data

perfectly. The Root Mean Square Error of Approximation

(RMSEA) is another measure that addresses the error

approximation and answers the question of “how well does

the model fit the population covariance matrix?” An RMSEA

with a value less than 0.08 is considered good (Bagozzi and Yi,

2011; Hair et al., 2010). The RMSEA, GFI and AGFI values also

show that the hypothesizedmodel provides a good fit with the

data. Table 5 shows the model fit indices.

The results of the hypotheses tests are presented in Table

6. The findings show that the path from information secu-

rity awareness towards attitude (b ¼ 0.641, p ¼ 0.012), from

information security organization policies to subjective norms

(b ¼ 0.567,p ¼ 0.004), from experience and involvement to

perceived behavioural control (b ¼ 0.503, p ¼ 0.024), and in-

formation security attitude (b ¼ 0.716, p ¼ 0.011), subjective

norms (b ¼ 0.624, p ¼ 0.006), threat appraisal (b ¼ 0.531,

p ¼ 0.001), and self-efficacy (b ¼ 0.617, p ¼ 0.031) towards

ISCCB were significant. However, the effect of perceived

behavioural control on ISCCB was not significant; therefore,

hypothesis H6 is rejected.
6. Contribution and implementation

To the best of our knowledge, this is one of the first studies

that discusses users' conscious care behaviour formation in
Table 6 e Results of the hypotheses tests.

Path Standardized estima

ISA / AT 0.641

ISOP / SN 0.567

ISEI / PBC 0.503

AT / ISCCB 0.716

SN / ISCCB 0.624

PBC / ISCCB 0.514

TA / ISCCB 0.531

SE / ISCCB 0.617
the domain of information security as an effective approach to

improve information security behaviour in organizations. In a

dynamic environment, such as the Internet, with a great po-

tential for security breaches, the prevention of information

security incidents seems to be an effective and efficient

approach. In this research, we showed how information se-

curity conscious care behaviour forms based on information

security awareness, organization policies and procedures, and

users' experience and involvement. This can guide manage-

ment and experts to improve information security behaviour

in their organizations.

Two advantages exist in this approach: firstly, the Internet

is a wide environment in which hackers use different and new

methods based on users' mistakes. Proper information secu-

rity behaviour, or, in other words, information security

conscious care behaviour, decreases the employees' behav-
ioural mistakes. Secondly, the technological aspects of infor-

mation security alone cannot guarantee information security.

Considering the technological aspects of information security

besides performing information security conscious care

behaviour is the most effective approach in this domain. The

other significant aspect of this research is derived from the

application of two fundamental theories e Theory of Planned

Behaviour and Protection Motivation Theory. These theories

explain how information security awareness, organization

policies and procedures, and users' experiences and involve-

ment affect their information security behaviour.

The results of data analysis showed that information se-

curity awareness has a significant effect on attitude towards

the formation of information security conscious care behav-

iour. This finding is in line with the finding in the research of

(Haeussinger and Kranz, 2013). Subjective norms in organi-

zations refer to employees' perceptions of what their col-

leagues think is important to them about a given information

security behaviour. The results of statistical analysis revealed

that an organization's information security policy has a posi-

tive effect on subjective norms towards performing informa-

tion security conscious care behaviour. A possible reason for

this finding can be the effect of information security policies

that should be followed by employees in organizations. This

can create a mandatory condition for staff to perform in a

proper manner to safeguard the information assets. This

finding also confirms the results in the research of (Cheng

et al., 2013). As confirmed by the results of other research

(Tøndel et al., 2014), experience and involvement are shown to

have a significant effect on perceived behaviour control. This

indicates that experience and involvement affect the

perceived ease of performing information security conscious
te S.E. p-Value Results

0.097 0.012 Support

0.121 0.004 Support

0.086 0.024 Support

0.101 0.011 Support

0.082 0.006 Support

0.189 0.601 Not-Supported

0.221 0.001 Support

0.134 0.031 Support
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care by employees in organizations. One plausible explana-

tion for this finding might be that participants have had

adequate experience in the domain of information technology

and information security. However, the results showed that

perceived behavioural control does not have a significant ef-

fect on information security conscious care behaviour. One

conceivable explanation for this finding might be that the

information security domain is a vast and challenging one,

thus having perceived ease of performance cannot lead to

conscious care behaviour on its own. The relationships be-

tween attitude and subjective norms towards ISCCB were

found to be positive, which is in line with the results of other

research (Cox, 2012; Ifinedo, 2014; Siponen et al., 2014). Infor-

mation security assessment and self-efficacy are two main

factors in PMT; the results of data analysis in this part

revealed that threat appraisal and self-efficacy have a signif-

icant effect on performing information security conscious

care behaviour. These findings confirm the results of other

studies (Padayachee, 2012; Vance et al., 2012).

Management should deliver the message that an infor-

mation security breach is plausible and that such threats can

lead to the vulnerability of the organization and the disclosure

of private information. Keeping employees updated in terms

of information security and increasing their knowledge in this

domain have a significant effect on their behaviour. In addi-

tion, ensuring the availability of information security policies

and procedures is another effective approach to preventing

information security breaches. Information security policies

and procedures should be clear, concise, and easy to under-

stand for all employees.
7. Conclusion

In this research, we presented a novel model that shows how

information security conscious care behaviour forms, based

on information security awareness, organizational policies,

experience and involvement, attitude, subjective norms,

threat appraisal and self-efficacy. Information security

conscious care behaviour decreases the risk of information

breaches when the area of weakness is human behaviour. The

consciousness aspect of users' behaviour plays a vital role,

while the reasons for many information security breaches are

related to users' ignorance, negligence, lack of awareness,

mischievousness, apathy, and resistance. To change infor-

mation security behaviour, awareness plays an important

role. The results of this study show that awareness has a

significant effect on users' information security attitude to-

wards conscious care behaviour. Proper information security

policies also have an important effect on the formation of

subjective norms towards information security behaviour

within organizations. The outcomes show that information

security experience and involvement affect perceived behav-

ioural control, but that perceived behavioural control does not

significantly affect user conscious care behaviour. In addition,

information security threat appraisal and self-efficacy can

have a significant and direct effect on conscious care

behaviour.

There were some limitations to this research. Many of the

employees in the organizations were not familiar with some
of the concepts used in our research, such as information

security behaviour, the tricks that hackers use based on users'
mistakes, phishing, information security breaches by social

engineering and so on. To produce more reliable results, we

asked information security and information technology ex-

perts in the organizations to answer our questionnaire due to

their greater familiarity with these concepts. This is one of

the limitations of our research that was unavoidable.

Generalization of the findings can be improved in future

research.

In future studies, the proposed conceptual framework can

be improved with a greater focus on awareness as a basic

element in the prevention of security breaches. The concep-

tualization of users' experience and observation in this

domain has a deep effect on their attitude, and, in the next

step, on their behaviour (Konak et al., 2014), which can provide

a guide for future studies. Knowledge sharing, intervention

(different training methods), and collaboration in the domain

of information security are also subjects that can be consid-

ered for new research. Information security policies can

contain encouragement (reward) or hindrance (penalty) as-

pects. Individuals have a different personality and attitude.

There is limited research in this domain that showswhich one

of these policies is recommended for different users with

different attitudes and personalities. Applying unsuitable

policies can reflect unpredictable results that may be hard to

compensate. This can also be a relevant cue for future

research.
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